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Abstract

In the era of prevalence of AI in almost every life domain, Adversarial Machine Learning, which
ensures our interactions with AI algorithms are as safe as possible, is a highly important and
a very fast-growing field. This project extends the existing open-source package advsecurenet
Catal and Günther (2024), which facilitates Adversarial Machine Learning research by offering
out of the box attacks, defenses, evaluation metrics, models and datasets. The initial version of
the toolkit focuses primarily on image classification. Through our work, we address this limita-
tion. Firstly, we extend package’s Computer Vision capabilities into the domain of object detection
— implementing adversarial patch and pixel perturbation attacks, adversarial training, evalua-
tion metrics and selected model and dataset support. Secondly, we extend the package to cover
another major domain, namely Large Language Models (LLMs), implementing supervised fine
tuning and GCG attack, working out of the box for any Hugging Face models — which makes it
stand out across other computer vision only adversarial toolkits. Finally, we enhance the package
with a state-of-the-art defense mechanism — Differential Privacy training (using Opacus), as well
as integrate it with the Hugging Face platform to improve its usability and facilitate accessibility
for the research community. Through our work, the package becomes even more broadly appli-
cable and enables researchers from a wide range of fields to facilitate their work in a convenient,
almost plug-and-play manner.
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Chapter 1

Introduction

1.1 Adversarial Attacks in Machine Learning
Every year, the incorporation of AI into our lives becomes more signi�cant. Robotics, healthcare,
environmental protection, business—these and many other domains rely increasingly on machine
learning systems to assist with everyday tasks, and this dependence continues to grow Jordan
and Mitchell (2015). As these models become deeply embedded in critical applications, ensuring
their reliability, safety, and resilience is of paramount importance. This need has given rise to
the rapidly developing �eld of Adversarial Machine Learning, which investigates how machine
learning models can be intentionally manipulated and how they can be made robust to such
threats Szegedy et al. (2014a); Goodfellow et al. (2015a).

Adversarial attacks refer to deliberate manipulations of model inputs designed to cause a sys-
tem to behave incorrectly or undesirably. The phenomenon was �rst identi�ed in the early 2010s,
when researchers demonstrated that even highly accurate neural networks could be misled by
subtle, often imperceptible perturbations. These �ndings revealed fundamental vulnerabilities in
modern machine learning models and sparked widespread interest in understanding and miti-
gating them. The term adversarial signi�es the presence of a strategic agent whose goal is to in-
�uence the model's behavior. Depending on the adversary's level of access, attacks are typically
divided into white-box settings—where the attacker has full knowledge of the model's architec-
ture and parameters and black-box settings, where only query access to the model's outputs is
available Yuan et al. (2019). Furthermore, adversarial objectives may be targeted, meaning the
attacker aims to induce a speci�c prede�ned output, or untargeted, where any deviation from the
model's correct or expected output is considered a successful manipulation Papernot et al. (2016).

Because adversarial vulnerabilities pose real risks, developing and evaluating defenses has
become a central research challenge. However, conducting rigorous evaluations is often far more
time-consuming than devising new attack concepts. Assessing the effectiveness of an attack or
defense typically requires extensive experimentation across multiple datasets, architectures, and
baselines Carlini and Wagner (2017). Setting up such evaluation pipelines is frequently cumber-
some and consumes a substantial portion of a researcher's time—time that could otherwise be
spent developing more robust algorithms. Although many studies share common components,
such as standard datasets or established benchmark methods Croce et al. (2021), no uni�ed eval-
uation framework currently exists to support the broad range of adversarial machine learning
research. Existing toolkits tend to focus on speci�c subdomains Nicolae et al. (2018), leaving
researchers to assemble bespoke pipelines for comprehensive evaluations.



2 Chapter 1. Introduction

1.2 AdvSecureNet
To adress the challenges AdvSecureNet1 is an open source, MIT-licensed Python library for Ma-
chine Learning Security, initially developed by Melih Catal as part of his Master's Thesis, under
the supervision of Prof. Dr. Manuel Günther. In it's original form, the package only covers adver-
sarial attacks and defenses on image classi�cation tasks. It also offers all of the most important
elements for robustness research such as: running popular attacks and defenses, evaluating the
robustness of Image classi�cation models, as well as training them against different manipula-
tions. All of this is supported by con�guration options via YAML �les. A very prominent feature
of the package, is its native support for multi-GPU execution of attacks, defenses and evaluation
routines on image classi�cation tasks. The package is primarily designed for adversarial machine
learning researchers. However, it remains open and accessible to anyone interested in the �eld
and can be a great starting point to learn more about this domain.

1.3 Motivation
The main goal of the project is to further expand the existing advsecurenet package Catal and
Günther (2024) with features relevant to the �eld of machine learning security. In order to achieve
this goal, we have decided to implement the following extensions:

1. Computer Vision Attacks and Defenses (adversarial patch and pixel perturbation),

2. LLM Attacks (Greedy coordinate gradient) and Supervised Fine-Tuning of LLMs using
Hugging Face Trainer

3. Differential Privacy Training using Opacus,

4. Hugging Face model and dataset support.

We believe all of those features will be a valuable addition to the package. Firstly, as previously
stated, the advsecurenet package already covered attacks and defenses in the Computer vision
domain but only image classi�cation. We believe that extending the package with support for ob-
ject detection is highly relevant in todays age, because of its wide usage in different domains (e.g.
autonomous, self-driving cars). Security failures in such case could lead to tragic consequences
(e.g. when an autonomous car fails to detect the stop sign on the road due to a adversarial sticker
patch on it) therefore, we are convinced that adding object detection support to the advsecurenet
is a crucial and practical addition.

Secondly, while so far the package focuses primarily on Computer Vision attacks, extending
its capabilities to the domain of Large Language Models (LLMs) offers substantial added value.
Modern conversational agents, which are built upon LLM architectures, are now deployed across
a wide range of industries, and the emergence of autonomous AI systems with tool-use capa-
bilities further increases the importance of ensuring their adversarial robustness. Each month,
numerous new LLMs are introduced, and assessing their reliability against diverse attack strate-
gies has become an increasingly demanding task for researchers. A uni�ed Python framework
that enables systematic evaluation of these models under adversarial various conditions would
greatly accelerate this process and contribute to the development of safer, more resilient AI sys-
tems.

Furthermore, differential private training has become an increasingly popular state-of-the-art
technique for enhancing model privacy and mitigating data leakage risks. Incorporating support

1https://github.com/melihcatal/advsecurenet
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for differential privacy into advsecurenet would therefore provide substantial practical value to
its users. As privacy-preserving machine learning continues to gain prominence in both research
and industry.

Lastly, integrating support for Hugging Face which is one of the most widely used platforms
in modern machine learning research would be a highly valuable extension. Such integration
would greatly simplify the process of loading and evaluating diverse models and datasets within
the package, thereby streamlining researchers' work�ows and enhancing overall usability.

In conclusion, we believe all of the aforementioned extensions will provide substantial value
to the advsecurenet users.





Chapter 2

Background and Methodology

2.1 Object Detection
This section describes the theoretical background for the object detection areas relevant to the
package. It begins with an overview of the task of object detection, brie�y discussing its main
goals, and object detectors. It then moves on to describing the implemented attacks, defenses and
metrics.

2.1.1 A Primer in Object Detection

The Task of Object Detection

Object Detection is one of the prime examples of multi-task learning – a machine learning paradigm
in which a single model is trained on multiple tasks at the same time, with the goal of leveraging
similarities between the tasks (and hence shared representations) to achieve better overall results.
Object Detection requires balancing two tasks Zhao et al. (2019): object localization – predicting
bounding boxes (a single image can contain several boxes), and object classi�cation – predicting
an object class per each bounding box.

These tasks are achieved by processing an input image~x and, as a result, producing three types
of prediction results (as described e.g in Chow et al. (2020)): a set of bounding boxes – one for
each object detected in the input image, a set of objectness scores – indicating the probability of
the bounding box containing an actual object, and a set of class probability vectors – or a vector
of logits (which can then be turned into a probability vector via SoftMax) – for each detected
object.

Bounding boxes and objectness scores address the object localization task, while the class prob-
ability vectors address the classi�cation task.

Prediction results are �ltered by thresholding on the objectness score (to remove candidate
objects with low con�dence scores) – and then the Non-Maximum Suppression Neubeck and
Van Gool (2006) method is applied to remove overlapping and duplicate object detections. This
results in the �nal set of detections.

In order to successfully train an object detector, one needs to de�ne the loss function related
to the detection task. As de�ned by Chow et al. (2020), loss function can be speci�ed as a sum of
three components. Let ~x be an input image, and O = f oi jI i = 1 ; 1 � i � Sg be a set of ground-
truth objects where oi = ( bx

i ; by
i ; bw

i ; bh
i ; pi ) with pi = ( p1

i ; p2
i ; : : : ; pK

i ) and pc
i = 1 if oi is a class

c object, and I be the indicator function. Each bounding box (bx
i ; by

i ; bw
i ; bh

i ) is composed of the
dimensions bw

i , bh
i – and the location (usually of the top-left corner) bx

i , by
i . Furthermore, let Ĉi be
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the objectness score of thei -th ground truth object (determining the existence of an object), and
W be a set of learnable model weights.

Bounding Box Loss . Let bbe the ground truth bounding box, and b̂be the predicted bounding
box. Then, the loss for bounding boxes can be de�ned as follows:

L bbox(~x; O; W) =
SX

i =1

I i

h
lSE(bx

i ; b̂x
i ) + lSE(b

y
i ; b̂y

i )

+ lSE(
p

bw
i ;

q
b̂w

i ) + lSE(
q

bh
i ;

q
b̂h

i )
�

;

(4) (2.1)

where lSE is the squared error.
Objectness Loss. The objectness loss can be de�ned as:

L obj(~x; O; W) =
SX

i =1

h
I i lBCE(1; Ĉi ) + (1 � I i )lBCE(0; Ĉi )

i
; (2.2)

where S is the total number of ground truth objects for training sample ~x, and BCE is the binary
cross-entropy de�ned as follows:

lBCE(y; p̂) = � y log p̂ � (1 � y) log(1 � p̂) (2.3)

Classi�cation Loss . Finally, in order to calculate the classi�cation loss, we need to use the
ground truth probability vector pi = ( p1

i ; :::; pK
i ) and the predicted probability vector received

from our model p̂i = ( p̂1
i ; :::; p̂K

i ), where K is the number of classes. Then:

L class(~x; O; W) =
SX

i =1

I i

KX

k=1

lCCE(pk
i ; p̂k

i ); (5) (2.4)

where lCCE is the categorical cross-entropy loss, de�ned as follows:

lCCE(y; p̂) = � y log p̂ (2.5)

Alternatively, some earlier introduced object detectors used a binary cross-entropy loss instead of
categorical cross-entropy.

Finally, the total object detection loss can be calculated as a combination of the three loss
functions:

L (~x; O; W) = � objL obj(~x; O; W) + � bboxL bbox(~x; O; W) + � classL class(~x; O; W); (2.6)

where � obj; � bbox; � class are the weights for the objectness loss, bounding box loss, and classi�-
cation loss respectively.

Object Detectors

The practical implementation of the solution to object detection task relies on specialized neural
network architectures. Most modern object detectors consist of the same three components:

The Backbone. It processes the input image ~x into a set of feature maps at different scales
and levels of abstraction, which are the representations of the image. Typically a Convolutional
Neural Network, pre-trained on a large dataset, is used for this purpose.

The Neck. It is responsible for fusing the feature maps obtained from the Backbone – and
re�ning or organising them when necessary. Standard architectures include e.g. Feature Pyramid
Networks, as described in Lin et al. (2017).
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The Head. This is the �nal part of the network. It processes the features obtained from the
Neck and outputs the �nal detection results. The architecture and design of the Head component
can vary. Based on the applied approach for this component, object detectors can be classi�ed
into two categories, as described in Zhao et al. (2019) – one-stage-approach-based and two-stage-
approach-based.

One-Stage Approach . It performs classi�cation and regression simultaneously. Information is
extracted from the convolutional layer. There are several cells per region, each of which predicts
all of the detection outputs at the same time. This method is faster than its two-stage alternative
(Huang et al. (2017), Redmon et al. (2016)), as its treats the task of object detection as a single
problem to solve. An example of such an approach is YOLO detector, introduced by Redmon
et al. (2016).

Two-Stage Approach . This approach breaks down the task of object detection into two dis-
tinct tasks (Liu et al. (2019a)): region proposal and object classi�cation. First, based on the out-
puts from the Neck, a Region Proposal Network (RPN) proposes a set of potential anchor boxes,
which indicate where the potential object could be. Next, these proposals are fed into a second
network which aims to perform image classi�cation and bounding box re�nement. Finally, a
Non-Maximum Suppresion is often run to remove duplicate detections. A �ag example of this
method is Faster R-CNN object detector introduced by Ren et al. (2016).

2.1.2 Object Detection Attacks

DPatch

Adversarial patch attacks . The �rst attack we decided to implement is the adversarial patch at-
tack DPatch, introduced by Liu et al. (2019b). Adversarial patch attacks aim to generate a patch
which misleads the model when applied to the image. The only region in�uenced by the attack
is therefore limited to that patch, which makes this type of attacks easily applicable to real-world
physical attack scenarios. An adversarial patch can be easily printed (e.g. as a sticker) and at-
tached to objects to fool models, as mentioned in Lian et al. (2025).

The general goal of a DPatch attack is to iteratively train an adversarial patch that, once at-
tached to the input image, causes the Regions of Interest (RoIs) extracted by the detector to ac-
cumulate in the region DPatch occupies. If the DPatch attacks the detector successfully, most
extracted RoIs should gather in the region where we attach DPatch.

Running the attack involves iteratively optimizing the patch's pixels. The object detector's
network weights remain frozen when running the attack. Let A(~x; z; P ) be an apply function,
which puts patch P on the input scene ~x with shift z, and let W be the model's learnable weights.
To achieve the location independency, the shift z should be randomly sampled during each train-
ing iteration, which results in applying the patch to different locations in the image, and, as a
result, the patch being forced to be effective regardless of its location. Based on the adversarial
goal, there are two variations of the DPatch attack.

DPatch untargeted . This attack variation aims to mislead the detector by creating multiple
false detections on the patch region, and/or suppressing true detections outside of the patch. It
�nds a pattern P̂u , where P̂u is the adversarial patch (a set of learnable pixels) – which, when
attached on the image, maximizes the expected value E~x;z (expectation over all sampled input
images and uniformly sampled shift z to the patch's position) of the total combined object detector
loss L , with respect to the true target detection results O (containing true class label p, and true
bounding box label b):

P̂u = arg max
P

E~x;z [L (A(~x; z; P ); O; W)]: (2.7)
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DPatch targeted. The main goal of this variation is to create a faketarget box at the patch's
location, which the object detector will classify with the desired label. It is achieved by �nding a
pattern P̂t – similarly to P̂u , it is also an adversarial patch – which, when attached to the image,
minimizes the expected value E~x;z (de�ned in the same way as above), over the total combined
object detector lossL with respect to the targeteddetection results Ot (containing targeted class
label pt and targeted bounding box label bt ):

P̂t = arg min
P

E~x;z [L (A(~x; z; P ); Ot ; W)]: (2.8)

Both the class labelpt and bounding box label bt are different from the ground truth – and can
be, depending on the implementation, either speci�ed by the user or selected automatically.

An example approach to minimize (DPatch untargeted) or maximize (DPatch targeted) the
loss L (and hence �nd our target pattern P̂u – or P̂t ) is to update the current version of the patch
with the value of sign function of calculated gradients, multiplied by a pre-de�ned attack learning
rate � DP atch .

Initially, adversarial patch attacks were introduced for the image classi�cation task by Brown
et al. (2018). However, this method fails to generalize to object detectors as they usually employ a
multi-step process. A patch designed to fool only the �nal output of the classi�cation is therefore
not effective enough to successfully attack these models. DPatch was one of the earliest adver-
sarial patch attacks (Jing et al. (2024)), speci�cally designed for object detectors, overcoming the
shortcomings of the previous method by simultaneously attacking both the region proposal and
the classi�cation stages. Because of its impact and early development, DPatch is often used as
a reference point for evaluating new adversarial attacks and defenses in this space (e.g. by Liu
et al. (2022) and by Jing et al. (2024)) – which is the reason why we decided to implement it.
What makes DPatch especially interesting is its effectiveness and transferability. In other words,
a DPatch crafted for one object detector or one dataset can often successfully fool other detectors.

TOG

Pixel perturbation attacks . The second object detection attack implemented in the package is the
pixel perturbation attack suite called Targeted adversarial Objectness Gradient attack (TOG), as
introduced by Chow et al. (2020). Pixel perturbation attacks make small, distributed changes to
the image at pixel level. These changes are typically imperceptible to the human eye, but can
signi�cantly confuse object detectors. TOG is one of the representatives in this family of attacks.

The reason why we decided to implement this speci�c attack is its wide recognition in the
�eld. Many other works compare their results with TOG so as to evaluate effectiveness and
robustness of their solutions (e.g. Zhou et al. (2024) and Wu et al. (2024)) – which is the reason
why we decided it would be a valuable addition to the package.

A signi�cant reason why TOG often serves as a benchmark is its robustness to different object
detector architectures. Because TOG targets the fundamental, shared loss components of detec-
tion (objectness, bounding boxes, and classi�cation), and does not manipulate any speci�c model
structure, it is a broadly applicable attack.

Even though there are six different variations of TOG Chow et al. (2020), we decided to imple-
ment four of them, which we describe below.

The training procedure is as follows. The model weights of the victim detector remain �xed
throughout the attack. The input image ~x gets iteratively updated towards the goal of the selected
variation of the TOG attack.

Let � ~x;� be the projection onto a hypersphere with radius � centered at ~x in L p norm, and
clipped to the appropriate value range. Let � be the sign function, and � T OG be the attack learning
rate. Furthermore, let W be the learnable model weights, Ô(~x) be a set of object detector's outputs
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for a given image ~x (prior to applying any adversarial modi�cations), and Ot (~x) – a set of auxiliary
target detections for image ~x – constructed by setting each ô in Ô to its malicious class label. Last
but not least, let L be the loss function, de�ned as in equation (2.6), and ~x0

n denote an image ~x
with applied adversarial pixel perturbations, after n iterations.

TOG untargeted . The goal of this variation of TOG is to perturb each pixel in the way which
increases the loss the most – therefore, to cause the victim detector torandomlymisdetect without
targeting at any speci�c object. This attack is successful whenever the victim detector returns
incorrect results of any form, whether this means object vanishing, object fabrication or random
mislabeling.

~x0
n = � ~x;�

"

~x0
n � 1 + � TOG�

 
@L(~x0

n � 1; Ô(~x); W)
@~x0

n � 1

!#

(2.9)

TOG vanishing . The goal of this variation of TOG is to make sure no candidate detections
survive the thresholding process. Therefore, it iteratively pushes the input ~x along the direction
of producing an empty detection set. To achieve this movement, it exploits the objectness loss
L obj, which is crucial for the decision on object existence:

~x0
n = � ~x;�

�
~x0

n � 1 � � TOG�
�

@L obj(~x0
n � 1; ; ; W)

@~x0
n � 1

��
: (2.10)

TOG fabrication . Contrary to TOG vanishing, this variation of the attack aims to fabricate
additional detections on images. It maximizes the object existences by pushing the input image ~x
in the direction opposite to producing an empty detection set:

~x0
n = � ~x;�

�
~x0

n � 1 + � TOG�
�

@L obj(~x0
n � 1; ; ; W)

@~x0
n � 1

��
: (2.11)

TOG mislabeling . This variation of the TOG attack aims to steer the victim object detector into
consistently misclassifying the detections, by replacing their source class label with the malicious
label:

~x0
n = � ~x;�

�
~x0

n � 1 � � TOG�
�

@L(~x0
n � 1; Ot (~x); W)

@~x0
n � 1

��
(2.12)

The target detection Ot (~x) is created by setting each object in the detection result to be of a
maliciously chosen class label. Alternatively, it could be set as the most-likely (ML) class (by
setting target label to be equal to arg max

c
p̂c, selecting only from c 6= max

c
p̂c – to obtain second

most likely class label, as the �rst most likely is the ground truth) – or as the least-likely (LL) class
(by setting target label to be equal to arg min

c
p̂c).

2.1.3 Object Detection Defenses

Adversarial Training

Adversarial Training, as suggested by Szegedy et al. (2014b), is an effective and widely used
defense method against adversarial attacks. While initially the aforementioned paper introduced
it for image classi�cation, this idea has been adapted for other tasks, such as object detection
Zhang and Wang (2019).

The main idea is to train the model on both benign(clean) images, andadversarialimages si-
multaneously. During training, adversarial images are generated using a selected attack method.
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They are then matched with the correct labels (taken from clean images) and added to the train-
ing dataset. The model is then trained on such a mix of clean and adversarial images, effectively
learning to ignore the adversarial perturbations and therefore becoming more robust against at-
tacks at test time.

2.1.4 Evaluation Metric

Mean Average Precision (mAP)

As the evaluation metric of the success of our implemented attacks, we chose to track changes in
the mean Average Precision (mAP) metric Everingham et al. (2010b), which is a standard metric
used to evaluate the detection accuracy of object detectors. The success of the attack is therefore
measured by the drop in mAP score – the bigger the drop, the better.

Intersection over Union (IoU) . To calculate mAP, �rst a threshold 
 IoU 2 (0; 1) is set to specify
whether the detection is correct. This threshold determines the minimum value of the spatial
overlap IoU between the predicted ( b̂ = ( b̂x ; b̂y ; b̂w ; b̂h )) and ground truth ( b = ( bx ; by ; bw ; bh ))
bounding boxes, de�ned as follows:

IoU =
Area(b̂ \ b)

Area(b̂ [ b)
=

Area(b̂ \ b)

Area(b̂) + Area(b) � Area(b̂ \ b)
=

bw
int � bh

int

b̂w � b̂h + bw � bh � bw
int � bh

int

; (2.13)

where the intersection's width bw
int is calculated as:

bw
int = max(0 ; min( b̂x + b̂w ; bx + bw ) � max(b̂x ; bx )) ; (2.14)

and intersection's height bh
int as:

bh
int = max(0 ; min( b̂y + b̂h ; by + bh ) � max(b̂y ; by )) : (2.15)

Here we assume that for a rectangular bounding box b = ( bx ; by ; bw ; bh ) – bx ; by are the coordinates
of the top-left corner, while bw ; bh are the width and height of the box respectively.

Each detection should then be classi�ed into one of the three different categories: True Posi-
tive, False Positive or False Negative.

True Positive (TP) means a detection for which IoU � 
 IoU and predicted class matches the
ground truth.

False Positive (FP) means an incorrect detection; occurs when one of the three cases occurs:
(1) IoU < 
 IoU , (2) IoU � 
 IoU but the predicted class label is different from the ground truth, or
(3) the object has already been detected and this is a duplicate.

False Negative (FN) means a case when a ground truth object is not detected – object is missed
entirely or is detected with wrong class label, or with too small IoU.

While the explanations above apply to individual bounding boxes, we can aggregate these
outcomes across the entire dataset for a speci�c classk 2 f 1; :::; K g, where K – number of classes.
Let TPk ; FPk ; FN k be such aggregated True Positive, False Positive and False Negative scores for
classk.

Since mAP combines precision and recall to give a comprehensive measure of the detector's
effectiveness, we need to de�ne these metrics too.

Precision answers the question: What percentage of the predictions were correct?It can be calcu-
lated as follows: P recision k = T P k

T P k + F P k
– for a given classk.

Recall answers the question: What percentage of the objects did we actually detect?It can be
calculated as follows for a given class k: Recallk = T P k

T P k + F N k
.

Once we have obtained the P recision k and Recallk scores for every classk 2 f 1; :::; K g, we
can plot the precision against recall for each class, obtaining a precision-recall curve. We then
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approximate the area under this curve to determine the Average Precision APk for a given class.
This value provides an evaluation of the detector's performance for a given class k.

Lastly, we can calculate the mAP score of our model: mAP = 1
K

P K
k=1 AP i .

2.2 Large Language Models
This section provides the theoretical background for Large language models (LLMs) and the areas
that are relevant to the package. It starts with a brief overview of Large language models, how
they work and the main goals they achieve. It then moves on to describing the implemented
adversarial attack and explains the methods for �ne tunign LLMs.

2.2.1 A Primer in LLMs
LLMs are large-scale Transformer neural networks, originating from the “Attention Is All You
Need” paper Vaswani et al. (2017). They learn statistical regularities in language by being trained
to predict the next token in large text corpora where a token is a subword or character-level unit
primarily produced by a tokenizer. A important element needed to make next-token prediction
possible is the incorperation of causal masking. During training, the text sequences are are pro-
cessed with causal masking to ensure that at position t the model only attends to tokens x � t .
This masking enforces the autoregressive learning objective: the model must generate each word
based solely on prior context, mirroring natural language use.

During training, each discrete token x i is mapped into a continuous embedding space using
an embedding matrix E , producing vectors hi = E[x i ] whose geometric relationships capture
the semantic and syntactic structure. These embeddings then propagate through multiple self-
attention and feed-forward layers to provide contextualized representations zt . The model then
projects zt onto the vocabulary to produce logits, unnormalized scores given by

` = Wzt + b; (2.16)

which are transformed through a softmax function to produce the probability distribution
over the next token,

p(x t +1 j x � t ) = softmax( `): (2.17)

During training the main objective is to minimize the cross-entropy loss,

L LM = �
TX

t =1

logp(x t +1 j x � t ); (2.18)

which encourages the model to assign higher probability to correct continuations.
After this step (pretraining), LLMs are typically adapted through the next step of supervised

�ne-tuning (SFT) on instruction–response pairs (x; y), optimizing

L SFT = �
j y jX

t =1

logp(yt j x; y<t ); (2.19)

which conditions the model to follow user queries more reliably. Additional �ne-tuning proce-
dures may further shape behavior for speci�c domains or interaction patterns.

At deployment time, users interact with LLMs through natural-language sentences called
prompts. Prompt guide the model's internal architecture trajectory and thus in�uence token
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probabilities and the actual generated outputs. To ensure responsible and safe operation, modern
LLM systems employ safety constraints, for example, training-time �ltering of sensitive exam-
ples, �ne-tuned refusal behaviors for unsafe or disallowed instructions, and runtime mechanisms
that detect harmful prompt patterns. These mechanisms aim to prevent models from producing
unsafe, biased, or prohibited content to the user. However, such constraints are often vulnera-
ble to adversarial prompts designed to bypass refusal behaviors, making the robustness of safety
systems a central concern in modern LLM research.

2.2.2 Supervised Fine-Tuning (SFT) of Large Language Mod-
els

To adapt a pre-trained language model to speci�c tasks or behavioral requirements, it is common
to perform Supervised Fine-Tuning (SFT) . This process is a key stage in building instruction-
following or aligned LLMs and is the foundational technique used to go from a next-token pre-
dictor to a useful chatbot assistant.

The goal of SFT is to train the model on a dataset of prompt–response pairs so that it learns to
generate outputs that align with human expectations or to follow task-speci�c objectives. Model
parameters W are updated to maximize the probability of producing the correct next token given
an input sequence.

Let ~x = ( x1; : : : ; xTx ) denote an input text sequence and ~y = ( y1; : : : ; yT ) the desired target
token sequence. A standard supervised objective is the tokenwise cross-entropy loss (teacher
forcing) over the target tokens:

L SFT(W ) = �
1
T

TX

t =1

logpW
�
yt j ~x; ~y<t

�
; (2.20)

or, for a dataset D of examples,

L SFT(W ) = �
1

jDj

X

(~x; ~y)2D

1
T(~y)

T (~y)X

t =1

logpW
�
yt j ~x; y<t

�
: (2.21)

Extending the objective to a dataset D is necessary because model parameters are learned from
many training examples, and averaging the loss over the dataset ensures that updates re�ect
overall performance rather than behavior on a single sequence.

SFT and Adversarial Robustness

Fine-tuning affects both robustness and vulnerability. Augmenting SFT data with adversarially
perturbed examples can improve resistance to malicious inputs (adversarial training). On the
other hand however, poorly curated �ne-tuning data can introduce biases or backdoors into the
model. Therefore, SFT can be used as both a defensive tool and a potential source of risk if not
performed with careful data hygiene and robust validation.

Dataset and Formatting

Fine-tuning datasets typically consist of carefully constructed prompt–response pairs. Each exam-
ple includes an instruction or query (the prompt) and the desired answer (the response). Datasets
can be collected via human annotation, synthetic generation, or domain-speci�c sources.
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To ensure the model distinguishes conversational roles, prompts and responses are often
marked with special tokens or separators (e.g., <|user|> , <|assistant|> ). These conver-
sational role markers are not required for all �ne-tuning tasks, but they are standard in dialogue-
oriented training settings where the model must learn to separate user prompts from the model
generated response. De�ning role tokens (e.g., <|user|> and <|assistant|> ) provide struc-
tural cues that help the model learn which parts of the sequence correspond to the user prompt
and which part is expected to be generated. Without such markers, the model may lose the dis-
tinction between roles which in result can lead to unstable behavior such as repeating instructions,
generating both sides of the dialogue, or failing to follow the intended interaction format.

Training Procedure

During SFT the model starts from the pre trained weights which it achieved after the �rst training
step and continues training with supervised teacher forcing: at each step the model conditions on
ground-truth previous tokens when predicting the next token.

1. Optimization. Training commonly relies on gradient-based optimization methods, often
from the Adam family

2. Parameter-ef�ciency options. Either update all model parameters (full �ne-tuning) or use
parameter-ef�cient methods such as LoRA Hu et al. (2022) pre�x tuning, or adapter layers
to reduce compute and memory cost.

3. Stability techniques. Mixed precision (FP16 Micikevicius et al. (2018)/BF16 Wang and Kan-
war (2019)), gradient accumulation, and checkpointing are commonly used to scale to large
models.

4. Regularization & safety. Data �ltering, label smoothing, and curated validation checks help
avoid degenerate or harmful behaviors.

Parameter-Ef�cient Fine-Tuning

LoRA serves as the main parameter-ef�cient method, allowing large-scale models to be �ne-tuned
on limited hardware. Typical ranks range from 8–64, with � � 2r for balanced update scaling.
Dropout regularization mitigates over�tting, especially on smaller set of classes.

QLoRA extends this by combining 4-bit quantization of base weights with full-precision adapters.
This approach maintains model quality while signi�cantly reducing memory usage, enabling
�ne-tuning of models with billions of parameters on single GPUs.

Evaluation Metrics

The primary automatic metric for SFT is perplexity , which quanti�es how well the model predicts
held-out text. For a sequence~x,~y the perplexity is de�ned as

PPL(~y) = exp
�

�
1
T

TX

t =1

logpW (yt j ~x; ~y<t )
�

; (2.22)

and dataset-level perplexity averages (or exponentiated negative log-likelihoods) are computed
across evaluation examples. Lower perplexity indicates the model assigns higher probability to
correct continuations.

In addition to perplexity, SFT quality is often measured by:
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� Task-speci�c metrics: accuracy, F1, BLEU, ROUGE, or other downstream measures depend-
ing on the task.

� Human evaluation: �uency, helpfulness, and alignment checks.

� Safety/robustness tests: adversarial prompts, bias audits, and failure-mode analyses.

Implementation Using Hugging Face Trainer

In our project, �ne-tuning was implemented using the Hugging Face Trainer API, which simpli-
�es many fundamental components and supports reproducible experimentation. The Trainer
manages tokenization, batching, and dynamic padding through dataset collators that automat-
ically pad each batch to the length of its longest example. It also provides built-in support for
mixed-precision and distributed training, enabling ef�cient use of FP16 or BF16 computation and
seamless scaling across multiple GPUs or nodes. To accommodate limited GPU memory, the
framework offers gradient accumulation and gradient checkpointing, allowing effective large-
batch optimization. In addition, the Trainer integrates evaluation and logging utilities that
facilitate periodic validation, metric tracking, and the use of common monitoring tools such as
TensorBoard or Weights & Biases.

This choice aligned with our existing code, as our package already incorporates Hugging Face
support for other attacks, making the Trainer a natural and consistent solution.

2.2.3 Adversarial Attacks on LLMs
Adversarial attacks on LLMs are different from those in computer vision primarily due to the
discrete nature of text. Perturbations cannot simply modify pixels but must instead operate on
arti�cial tokens while also maintaining grammatical and semantic coherence. Because of this,
textual adversarial examples are often crafted through controlled token substitutions, prompt
injections, or optimization in embedding space rather than direct gradient perturbations on raw
input.

Typical examples of attacks on LLMs include:

� Prompt injection and jailbreak attacks – where the attacker inserts malicious instructions
into the input prompt, tricking the model to ignore safety constraints or reveal hidden in-
formation.

� Token-level perturbation attacks – where single words, subwords, or characters are re-
placed with semantically similar or intentionally confusing tokens that cause the model to
mispredict.

� Data poisoning or backdoor attacks – where corrupted or manipulated data is inserted into
the �ne-tuning dataset so that the model has a higher chance of producing unwanted text.

� Model extraction or privacy attacks – where an attacker issues repeated queries and recon-
structs parts of the model parameters or sensitive training data.

Adversarial evaluation of LLMs is typically based on changes in task-speci�c performance
metrics such as accuracy, perplexity, or the success rate of targeted manipulations. The greater
the performance degradation or violation rate under attack, the more effective the adversarial
method is considered.
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Greedy Coordinate Gradient Attack

One of the adversarial attacks we implemented as part of our package is the Greedy Coordinate
Gradient (GCG) attack Zou et al. (2023). This targeted white-box attack adapts gradient-based
optimization techniques to the discrete token space used by LLMs and is designed to ef�ciently
�nd minimal perturbations that signi�cantly alter the model's behavior.

Overview and Intuition

GCG is an iterative discrete attack that uses token-level gradient information to propose and
evaluate candidate replacements for an adversarial suf�x. The adversarial suf�x is a sequence
of tokens appended to the user's prompt where the tokens are iteratively modi�ed so that the
model's output is pushed toward a speci�ed adversarial target. At each iteration, GCG estimates
how changing individual tokens in the suf�x would affect the model's loss by computing the
gradient of the loss with respect to the one-hot representation of each suf�x token. For a suf�x
position t, the method computes

r et L (f (x1:n k s); ytarget) 2 RjV j ; (2.23)

where et is the one-hot vector representing the token at position t in the suf�x, jV j is the vo-
cabulary size, f is the language model, and ytarget denotes the desired adversarial output (e.g., a
harmful instruction or any text pattern the attacker wants to achieve). Each coordinate

@L
@et;i

(2.24)

corresponds to the effect of replacing the current token at position t with vocabulary item i . Large
magnitude gradient coordinates therefore indicate high-impact candidate substitutions.

Using the top- k highest-magnitude coordinates as candidate tokens, GCG constructs B per-
turbed suf�x proposals, evaluates them with forward passes, and greedily commits to the pro-
posal with the lowest loss. This iterative re�nement continues until the adversarial target is
achieved or for a selected amount of iterations. The method also supports multi-prompt aggrega-
tion, enabling the construction of universal suf�xes that transfer across prompts.

To formalize the attack, let x denote the original prompt and s the adversarial suf�x.The mod-
i�ed input is x0 = x k s, and the goal of GCG is to steer f (x0) toward a prede�ned adversarial
target output ytarget. The optimization objective used by GCG can be written simply as

min
s

L
�
f (x k s); ytarget

�
; (2.25)

where L is a differentiable loss function measuring how closely the model output matches the ad-
versarial target (e.g., negative log-likelihood of a target pre�x or the log-probability of a targeted
answer class).

Characteristics and Advantages

GCG offers several practical advantages for constructing effective attacks. First, it achieves high
ef�ciency by generating multiple candidate suf�xes in parallel and evaluating them in a batch,
allowing the method to use GPU parallelism and converge quicker than other approaches that
update one token at a time. Second, its gradient-based token selection provides a degree of in-
terpretability: the gradient magnitudes highlight which suf�x positions has the greatest in�uence
on the model's vulnerability, revealing where the attack is most effective. Third, GCG is capable
of producing universal adversarial suf�xes that transfer across prompts or even across models,
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making it useful for robustness benchmarking and large-scale security evaluations of llm sys-
tems. Finally, the method is �exible, supporting both targeted attacks on individual prompts and
multi-prompt optimization when constructing transferable attack suf�xes.

Applications

� Robustness evaluation. GCG provides a systematic framework to measure how different
architectures, �ne-tuning approaches, and safety mechanisms withstand gradient-based ad-
versarial attacks.

� Vulnerability analysis. The attack highlights recurring patterns in successful adversarial
examples, which informs defensive research and responsible disclosure.

� Adversarial training data. High-quality adversarial examples generated by GCG can be
used as training data to improve model robustness and evaluate defensive techniques under
realistic attack scenarios.

2.3 Differential Privacy
Differential Privacy (DP) is a standard used to quantify and limit privacy leakage in data analysis.
Its primary goal in this context is to ensure that machine learning models do not memorize sensi-
tive details from their training data, thereby protecting against threats such as membership infer-
ence attacks. The following subsections outline the history of privacy de�nitions, introduce the
core mathematical concepts, and describe our implementation of Differentially Private Stochastic
Gradient Descent (DP-SGD) using the Opacus library.

2.3.1 Historical Context and Statistical Origins
The concept of Differential Privacy emerged from the �eld of Statistical Disclosure Control (SDC), a
discipline historically concerned with allowing statistical agencies (such as census bureaus) to re-
lease aggregate data without compromising the privacy of respondents. Early approaches relied
on ad-hoc techniques such as data swapping, suppression, or adding arbitrary noise to outputs.
However, these methods lacked a rigorous mathematical foundation and often failed when sub-
jected to modern reconstruction attacks.

A turning point occurred with the "Fundamental Law of Information Recovery," established
by Dinur and Nissim Dinur and Nissim (2003). They demonstrated mathematically that reveal-
ing accurate answers to a suf�cient number of statistical queries inevitably allows an adversary
to reconstruct the underlying database D with high probability. This proved that absolute pri-
vacy is impossible if utility (accuracy) is to be maintained. Consequently, the focus shifted from
binary de�nitions of privacy (e.g., "is the data anonymous?") to limiting the risk associated with
participation. This line of inquiry culminated in the work of Dwork et al. Dwork et al. (2006),
who formalized this stability guarantee as Differential Privacy, providing a provable bound on
how much the presence of a single individual can in�uence the outcome of an analysis.

2.3.2 A Primer in Differential Privacy
Differential Privacy (DP) is a formal criterion designed to limit the information an algorithm can
leak about any individual record in a training dataset D. Informally, training on two neighbouring
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datasets—D and D0, which differ by exactly one record—should lead to output distributions that
are statistically indistinguishable.

Formally, a randomized mechanism M is ("; � )-differentially private if, for all measurable
subsetsS of the mechanism's possible outputs:

Pr[M (D) 2 S] � e" � Pr[M (D0) 2 S] + �; (2.26)

where Pr denotes probability and e is Euler's number Dwork et al. (2006). The privacy guarantee
is strictly governed by the magnitude of " and � . There exists an inverse relationship between "
and privacy strength: a lower value of " (approaching 0) yields indistinguishable output distri-
butions, providing maximal privacy at the potential cost of model utility. Conversely, a higher
" allows for greater divergence between distributions, resulting in weaker privacy protection; in
the limit where " is large, the mechanism provides little to no protection against inference.

The parameter � relaxes this condition, representing the "failure probability" of the pure "-
privacy bound. While " bounds the probability ratio in the standard case, � accounts for rare
events—such as the extreme tails of a Gaussian distribution—where this bound may not hold.
Crucially, the magnitude of � determines the risk of a catastrophic privacy breach. If � is compa-
rable to the inverse of the dataset size (i.e.,� � 1=jDj ), the mechanism could theoretically reveal
a single record with high probability while still satisfying the de�nition. Therefore, to ensure a
meaningful guarantee, � must be kept cryptographically negligible, typically satisfying � � 1=jDj
(e.g.,10� 5 or lower).

To make an exmaple, consider a small database of four salaries: D = f 30k; 50k; 60k; 150kg.
The true average of this dataset is 72:5k. If we remove the highest earner to create a neighbour-
ing dataset D0 = f 30k; 50k; 60kg, the average drops signi�cantly to � 46:7k. In a non-private
system, this large discrepancy (25:8k) would immediately reveal the presence of the high-income
individual. Differential Privacy addresses this by adding calibrated noise to the output. With a
budget of " = 0 :1, the mechanism might output a noisy result, such as 60k. Crucially, under the
e0:1 � 1:105 probability bound, an adversary observing this 60k output cannot determine with
certainty whether it came from the distribution centered at 72:5k (Database D) or the one cen-
tered at 46:7k (DatabaseD0). The noise essentially "smears" the two distributions so they overlap,
providing the individual with plausible deniability.

2.3.3 DP-SGD with Opacus
To enforce these guarantees during neural network training, we utilize Differentially Private Stochas-
tic Gradient Descent (DP-SGD)Abadi et al. (2016), provided by the Opacus library. While standard
SGD updates model weights based on the average gradient of a minibatch B , DP-SGD requires
bounding and obfuscating the in�uence of each individual sample x 2 D .

The training process is modi�ed as follows:

1. Per-Sample Gradient Computation: Instead of aggregating gradients immediately, the al-
gorithm computes per-sample gradients gi = r � L (x i ; yi ) for each sample i in the current
batch.

2. Gradient Clipping: To bound the sensitivity of the update step to any single record in D,
each per-sample gradient gi is clipped to a maximum `2 norm Cclip :

�gi = gi � min
�

1;
Cclip

kgi k2

�
: (2.27)

We use the notation Cclip here to distinguish this hyperparameter from the object con�dence
scoreC de�ned in the Object Detection chapter.
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3. Noise Injection: The clipped gradients are aggregated and perturbed with Gaussian noise.
The optimizer performs the update using the noisy gradient ~g:

~g =
1

jB j

 
X

i 2 B

�gi + N (0; � 2C2
clip I )

!

; (2.28)

where � (the noise multiplier) controls the standard deviation of the noise relative to the
clipping bound.

Optimizer Compatibility. Although the algorithm is often termed DP-SGD, the privacy mech-
anism is inherently optimizer-agnostic. The clipping and noise injection occur on the gradients
beforethe parameter update step. Consequently, the resulting private gradient ~g can be consumed
by any �rst-order optimizer. Algorithms such as SGD, Adam, or AdamW remain fully compati-
ble; they receive ~g in place of the standard batch gradient and proceed with their speci�c update
rules (e.g., momentum, adaptive learning rates) without violating the differential privacy guar-
antee, provided the internal optimizer state depends only on the private gradients.

Privacy Accounting

The privacy loss accumulates with every gradient step. To track this, Opacus employs a privacy
accountant, speci�cally using Rényi Differential Privacy (RDP) analysis Mironov (2017). This ac-
countant computes the total " expended for a �xed � over the course of training epochs. There is
an inherent trade-off: a larger noise multiplier � or a stricter clipping norm Cclip yields stronger
privacy (lower " ) but may degrade model utility by introducing variance or bias into the opti-
mization.

2.4 Extensible Loading of Custom Models & Datasets
Evaluating adversarial robustness effectively requires the ability to test attacks across diverse
model architectures and datasets without modifying the core codebase. This section introduces
the concept of “extensible loading,” a design pattern that decouples experiment logic from asset
management. We �rst de�ne the mechanism for referencing external resources symbolically and
then detail its practical realization using the Hugging Face platform.

2.4.1 A primer in Extensible Loading of Custom Models Datasets
“Extensible loading” denotes a mechanism by which models and datasets are referenced symbol-
ically rather than embedded directly. Instead of relying on assets �xed in a codebase, the system
accepts standard identi�ers that point to external resources. An experiment is therefore described
by names and versions of artefacts rather than by local �les. The con�guration speci�es which
model and which dataset are intended; the loading mechanism resolves those references, acquires
the corresponding artefacts, and makes them available to the training and evaluation routines.
The process is agnostic to any one architecture or corpus: it treats models and datasets as exter-
nal, named resources that can be looked up at run time. Where relevant, identi�ers may encode
versioning information, and datasets may include conventional split labels. The only assump-
tion imposed at this stage is compatibility with the intended task (for example, image classi�ers
that accept the expected input shape and produce the required label space). Because the existing
framework on which this project is built executes models within a PyTorch runtime, externally
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referenced models are required to be PyTorch-compatible; this constraint pertains to models only
and does not impose any restriction on the provenance or format of datasets.

2.4.2 Hugging Face Platform
The Hugging Face Hub acts as the registry for these references Hugging Face (2024d). Models
and datasets are addressed by unique identi�ers on the Hub; when such an identi�er is provided,
it is interpreted as a request for a particular artefact snapshot Hugging Face (2024e). For models,
the identi�er denotes an architecture family together with a parameter checkpoint; for datasets,
it denotes a named collection with its schema and, when applicable, prede�ned splits or con�gu-
rations Hugging Face (2024g,b,c). Identi�ers can include tags or commit-like revisions to select a
speci�c version, and accompanying cards supply descriptive metadata Hugging Face (2024f,g,b).
The same identi�er can be reused across runs to refer to the same published artefact, with no
assumptions beyond network access and the usual constraints of the target task Hugging Face
(2024d).

Hugging Face is used in this role because it maintains a large, openly accessible catalogue ad-
dressed by stable, versioned identi�ers. In 2025, an of�cial ecosystem overview reported over 1.8
million models and about 450,000 datasets on the Hub; these counts refer to the overall catalogue
rather than a particular framework, and there is no public breakdown of how many hosted mod-
els are PyTorch-compatible Ghosh et al. (2025). We selected this platform because this vast, openly
accessible catalogue has established itself as the de facto standard for model sharing. Leverag-
ing this ecosystem ensures that our toolkit allows researchers to benchmark adversarial attacks
against the widest possible range of state-of-the-art architectures without manual �le manage-
ment. Open publishing is supported: any account holder can create model or dataset repositories,
which makes the identi�ers practical handles for community-contributed artefacts Hugging Face
(2024a).

For comparison with other platforms that also host PyTorch models and datasets, consider
Kaggle and ModelScope. Kaggle's homepage listed 558,000 datasets (noted in October 2025),
and ModelScope's datasets page reported 21,148 datasets (noted in October 2025) Kaggle (2025);
ModelScope (2025).

Models

Model loading via identi�ers follows a simple pattern. A model is denoted by a name that re-
solves to an architecture and set of weights hosted on the Hub. On resolution, the artefact is
fetched and presented to the rest of the pipeline as the task's target model. This process loads
only the model architecture and parameters. It does not include processing components, such
as tokenizers or image scaling settings. Therefore, the data pipeline must be con�gured inde-
pendently to ensure inputs match the model's expected format. Nothing in this step �xes which
families are allowed; the only requirement is that the resolved model conforms to the interface
expected by the downstream routines, such as input dimensionality and output format. For ex-
ample, a classi�er identi�er is expected to resolve to a network that accepts the declared image
shape and produces logits over the declared set of classes.

Datasets

Dataset loading proceeds analogously. A dataset is denoted by a Hub identi�er that resolves
to a speci�c collection together with its metadata. If the source de�nes canonical splits (e.g.,
“train”, “test”, “validation”), the con�guration may name one or more of these, and the loader
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retrieves the corresponding subsets. The dataset's schema—such as image tensors and class la-
bels—remains as de�ned by the source, and must match the model's expectations for the planned
task. Moving between compatible datasets (for instance, CIFAR-10 and SVHN in image classi�-
cation, both 32×32 RGB with ten classes) amounts to changing the identi�er while leaving the rest
of the experiment description unchanged.



Chapter 3

Implementation

3.1 Overall Architectural Changes (Folder Structure)
We refactored the repository to support a broader range of adversarial tasks beyond the initial
scope of image classi�cation. Originally, the codebase followed a �at structure without a sep-
arate folder for computer vision tasks, as this was the only supported domain. Therefore, the
folders for attacks and defenses were directly added under the advsecurenet folder. Because
of our expansion, we introduced a domain-speci�c hierarchy, moving the existing logic into a
dedicated computer_vision/image_classification module and adding new task roots
for object_detection/ and llm/ . This separation allows task-speci�c components—such as
bounding box processors for detection or tokenizers for LLMs—to coexist without polluting the
generic interfaces (see Figure 3.1).

Original Structure

advsecurenet

attacks

attacker base decision_based gradient_based

defenses ...

Refactored Structure

advsecurenet

computer_vision

base image_classi�cation

attacks

attacker decision_based gradient_based

defenses

...

Figure 3.1: Comparison of the �le structure architecture. The diagrams illustrate the transition
to a domain-speci�c hierarchy, with dotted boxes indicating other existing modules omitted for
clarity.



22 Chapter 3. Implementation

To accommodate the new capabilities, we introduced dedicated modules for Object Detection and
Large Language Models. The object detection module (Figure 3.2) isolates detection-speci�c logic,
organizing attacks (like adversarial patch and pixel perturbation) and defenses within their own
namespace, separating them from standard classi�cation tasks.

advsecurenet

computer_vision

object_detection

attacks

adversarial_patch_based attacker pixel_perturbation_based

tog

defenses

...

...

Figure 3.2: File structure of the newly added object detection module. The new object detection
extension are under the computer vision folder and the structure below the object detection folder
was mimiked from the image classi�cation folder.

Similarly, the LLM extension (Figure 3.3) establishes a dedicated environment for text-based se-
curity. It houses the Greedy Coordinate Gradient (GCG) attack and �ne-tuning con�gurations
under a uni�ed root, ensuring that the complex dependencies required for language models do
not interfere with the computer vision components.
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advsecurenet

llm

GCG

data

advbench

experiments

con�gs eval_scripts launch_scripts results

src

attacks conversation gcg models prompts

llm_�netuning

con�gs

...

Figure 3.3: File structure of the newly added LLM extension. Because this extension is completely
different two the other features the �lestructure has no similarities to the computer vision exten-
sions.

In addition to structural reorganization, we improved code maintainability by following the Don't
Repeat Yourself (DRY) principle. We identi�ed that con�guration logic was often duplicated be-
tween the Command Line Interface (CLI) and the core library. As illustrated in Figure 3.4, we
extracted this redundant logic into a shared base con�guration layer within advnet_common .
Both the CLI and library con�gurations now inherit from this base, which allows the CLI con�g-
uration to be directly assigned to the internal library dataclass. This direct assignment replaces
the previous pattern of manually unwrapping content, resulting in a signi�cantly cleaner inter-
face boundary.

Before (Redundant)

cli/shared/types/

train/training.py

Common Logic

Unique Logic

advsecurenet/shared/types/

configs/train_config.py

Common Logic

Unique Logic

After (DRY)
advnet_common/types/configs/

base/training_base.py

Common Logic (Shared)

cli/.../training.py

Unique Logic

advsecurenet/.../train_config.py

Unique Logic

Figure 3.4: Visualisation of the refactoring process: redundant code extracted to a base class. The
advnet_common folder was created to keep all the shared code which both the advsecurenet and
the cli folder can inherit from.



24 Chapter 3. Implementation

3.2 Work Organization

3.2.1 Software Engineering Practices
We decided to follow a Test-Last Developmentapproach, as it provides the most �exibility during
the implementation phase, allowing us to freely and iteratively explore and re�ne implemented
features, without the need to work under constraint of tests. This methodology allows for a
quicker progress and adaptability, which are particularly valuable in the research areas and agile
environments, where requirements or implementation details may often change during devel-
opment. Furthermore, Test-Last Development aligns well with our work�ow, and allows for
ef�ciently balancing quick and ef�cient code creation with a focus on the robustness and error-
proofness of the written code, as testing is performed right after the implementation.

3.2.2 Project Management
When working on the project, we decided to follow Agile methodology, as the dominant methodol-
ogy currently used in the industry. We held weekly catch-up calls within our team, and worked
in the 2-3 week sprints. Furthermore, after most of the sprints we scheduled a call with our su-
pervisor to update him on our progress, as well as agree on next steps and directions.

In order to ef�ciently split the project into subtasks and track the progress, we set up Azure-
DevOps Boards as our project management tool. We also transferred all the tasks to GitHub
issues to facilitate for the GitHub users the usage of our package. Furthermore, we hosted our
code repository on GitHub, as this is where the current version of the package is hosted

3.2.3 Branching Strategy
We adopted the Git�ow work�ow for source control. We grouped features, and each group was
addressed in a dedicated branch (including corresponding unit tests), which was then merged
into dev branch. Our branching strategy is represented on Figure 3.5.

All pull requests underwent two peer reviews and addressed approval from both reviewers
prior to merging.

It is also worth noting that, initially, when planning the project, we assumed a branching
strategy of one branch per one issue. However, as we started developing the code, we realised there
are plenty of intersections between some of the issues, and we decided that the smoothest and
most ef�cient way to tackle the task is to work on the strongly correlated issues simultaneously.
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Figure 3.5: Adopted branching strategy. Issues are split into groups, based on the intersection/-
correlation between them. After the completion of the given issue group, they are then merged
onto the devbranch. Finally, the devbranch is merged into the mainbranch, which ends the devel-
opment cycle.

3.2.4 Unit Tests and Quality Assurance
Quality assurance centered on automated unit testing with a single quantitative target: code cov-
erage. Coverage was chosen because it is the metric already tracked by the existing codebase
and therefore de�nes continuity with prior requirements. Tests were written and executed with
pytest, and the suite emphasizes small, isolated checks over end-to-end scenarios so that behavior
is validated close to where it is de�ned, including con�guration parsing, factories, and support-
ing utilities. Before this work, the repository reported 95% code coverage; after the additions and
refactors, the suite was extended to exercise the new paths while maintaining the overall coverage
at 95%. In practice, this meant adding focused tests alongside each newly introduced component
and updating existing tests when interfaces were clari�ed, so that the coverage metric remained
stable and meaningful. The result is a test suite that preserves the codebase's established coverage
level while providing direct checks for the extended functionality.

3.3 Object Detection
This section provides implementation details of the object detection extension. It covers the in-
tegrated datasets, and object detectors, as well as provides implementation details of the attacks
and defense. It also contains a brief note on the architecture evolution over time.

All of the implemented attacks, as well as adversarial training and evaluation metric, are avail-
able both through Python package interface, as well as through CLI commands.

3.3.1 Datasets
We added support for two of the most popular object detection datasets: COCO Lin et al. (2015)
and PascalVOC Everingham et al. (2010a).

Architecture Overview

An overview of the dataset class hierarchy is depicted in Figure 3.6. Both dataset-speci�c classes
inherit from the base BaseDataset class, which inherits from torch.utils.data.Dataset
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class. TheBaseDataset class was already implemented in the package. Our extension included
adding PascalVOCDataset and COCODataset classes, and implementing all necessary meth-
ods for them.

Figure 3.6: Object detection dataset architecture. The abstractBaseDataset class extends Py-
Torch's TorchDataset and contains common data loading interfaces and preprocessing con�g-
urations. PascalVOCDataset and COCODataset classes inherit from this base class, introduc-
ing dataset-speci�c logic.

COCO

COCO, which stands for Common Objects in Context, is the main dataset used for our imple-
mentation, as it is extensively used (Singh et al. (2024)) in research. Most of the object detectors
described in Section 3.3.2 were trained on this dataset. COCO is a large-scale object detection,
segmentation and captioning dataset. It contains 80 different object categories, including areas
such as food, appliances, furniture or sports. It often features objects of everyday scenes with
multiple objects and is known for its complexity, which makes it a challenging benchmark, even
for modern object detectors.

COCODataset class stores_BASE_URL, which is the URL to the website from where the
dataset can be downloaded – and the _ANNOTATIONS_DIR, which is the name of the annota-
tions folder.

Apart from the custom implementation of the load_dataset method, inherited from the
base class,COCODataset implements a static method _download_coco_if_not_exists , that
�rst searches the root directory for the appropriate folder – and if none such exists, it triggers a
download from the of�cial COCO website. Initiating this automated download implies accep-
tance of the COCO Terms of Use, requiring users to independently verify that their intended
utilization complies with the varied copyright licenses of the source images.
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PascalVOC

PascalVOC (Visual Object Classes) is another popular dataset commonly used for benchmark-
ing object detection models. It contains 20 different object classes, and consists of two subsets –
challenge VOC2007 and challenge VOC2012.

PascalVOCDataset class stores_SUPPORTED_YEARS, which is a set of years for which there
exists a version of the dataset.

Similarly as for the COCODataset , additionally to the custom implementation of the load_
dataset , PascalVOCDataset implements a static _validate_year method, which checks if
the year speci�ed in the dataset con�guration by the user is one of the years for which there exists
a version of the dataset, and a_fallback_voc_download method, which checks if the dataset
has already been downloaded, and if not, downloads the dataset.

3.3.2 Object Detectors

Architecture Overview

Because most of the object detectors, including the ones selected for integration into the pack-
age, do not follow a uni�ed input-preprocessing-output logic, a custom class for each of the
models is required. A shared abstract class CustomODBaseModel is de�ned, from which ev-
ery class for a speci�c object detector should inherit. Additionally, a ODWrapper class holds the
core of the shared logic between the object detectors. Three object detectors are currently inte-
grated into the package, wrapped in custom, detector-speci�c classes responsible for parsing the
input-output, calculating gradients etc.: CustomYolov5Model, CustomFasterRCNNModel,
CustomRTDetrModel . Class relationships are depicted on Figure 3.7.

It is also worth noting that currently supported object detectors are just example �les demon-
strating on how to integrate one's object detector into the package. If the user would like to use
their own object detector, they should simply implement a custom class for that model, inheriting
from the CustomODBaseModel , following the same logic as can be seen in the three example ob-
ject detectors for which the custom classes have been already implemented. We decided on this
form of extending the package to the custom models because of the discrepancies from one object
detector to another of required input types, provided output formats, loss calculations etc. There-
fore, we thought that the best way is to simply enable the user to de�ne the speci�cs of the model
they would like to use themselves, while still providing an interface they should implement.

CustomODBaseModel class

It is an abstract class which determines the standardized interface which all object detection mod-
els added to the package should implement. Its main responsibility is to ensure that the object
detector can be successfully plugged into the ODWrapper and used by the attack, adversarial
training and evaluation features.

Key Methods . forward is the core method, used both for training and inference. It takes as an
input a preprocessed image tensor and a preprocessed target dictionary (optional) and it should
return a dictionary of losses during training or a list of detections during inference. Another im-
portant method is initialize_inference_model , which takes the model to wrap, a device,
and a con�dence threshold (necessary for the non-max suppression) as input and returns a model
con�gured for inference. prepare_training_inputs is a utility function which is responsible
for adapting inputs into the speci�c format required by the model's training forward pass (e.g.,
converting targets to a single tensor for YOLOv5 or ensuring a list of tensors for torchvision mod-
els). predict_raw is a critical method for attacks, as it returns the raw model outputs necessary
for gradient calculation. Last but not least, translate_predictions_for_map_evaluator
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is used to convert the model's detection output into the standardized list-of-dictionaries format
required by the mAP (mean Average Precision) evaluator.

ODWrapper class

Figure 3.7: Object detectors class structure. TheODWrapper class is responsible for bridg-
ing model-speci�c logic and task-speci�c requirements. It contains an instance of custom
model class, implementing abstract CustomODBaseModel interface. Currently, the pack-
age contains three custom model classes:CustomYolov5Model , CustomFasterRCNNModel ,
CustomRTDetrModel – all of which handle model-speci�c tasks such as data preprocess-
ing, loss calculation etc. An additional helper class RTDetrEvalAdapter is introduced for
CustomRTDetrModel .

Furthermore, an adapter classODWrapper is de�ned, to bridge the gap between attack/train-
ing logic and a speci�c object detector model implementation. It stores two instances of the se-
lected object detection model (model , wrapped in a custom class logic, and inference_model ,
which is the underlying object detector set to evaluation mode). model implements the CustomOD
BaseModel class interface, as it is necessary to enable e.g. gradient calculations and loss extrac-
tion. These tasks are not relevant for inference mode – therefore theinference_model is simply
an instance of the underlying object detector model, with no custom wrappers applied. Having
two distinct model instances, one in training mode ( model ), with custom gradient and loss cal-
culation logic, and the other one in evaluation mode ( inference_model ) avoids constant mode
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�ipping, and prevents potential bugs or side effects, such as Batch Norm drifting – as the model
instance has frozen Batch Norm overrides set). Furthermore, the ODWrapper contains all uni-
versal logic, which is shared between different object detectors and is necessary to run attacks,
evaluation, adversarial training etc.

Key Parameters and Methods . Themodel parameter stores the underlying object detector im-
plementing the training, inference and loss-calculation logic – inheriting from the CustomODBase
Model class. Theinference_model is an inference-only instance initialized from model via
initialize_ inference_model method – and used inside the predict method for forward
passes and post-processing, in inference mode.

The standardized prediction logic is entailed in the predict method. It runs the self.
inference_model on the chosen device, batch by batch, and returns NumPy detections �ltered
by the con�dence threshold. loss_gradient computes the gradient of the attack loss with re-
spect to the preprocessed input (using self.model.preprocess_x_for_loss_calculation
and self.model. translate_labels ), which is then used by image-wise adversarial at-
tacks. Furthermore, ODWrapper provides TOG-related methods for gradient calculation, such
ascompute_object _vanishing_gradient , compute_object_mislabeling_gradient
etc. Their main responsibility is to handle the logic for every implemented TOG variant, call-
ing appropriate loss functions for each variant. The class also implements method required by
AdversarialODTraining , e.g. prepare_ training_inputs and extract_total_loss ,
bridging the functionalities required by these tasks with the model-speci�c implementations – by
appropriately orchestrating and delegating them to the underlying object detector instance stored
in model .

CustomYolov5Model class

This is a customized class for the YOLOv5 object detector,1 written based on the IBM ART pack-
age code2. It inherits from the CustomODBaseModel class. The YOLO family of object detectors
is very popular in the domain of object detection which is why we decided to incorporate one
of these models into the package. We provide an example custom model class for this speci�c
version of YOLO detector, as it offers a great balance between showcasing the effects of the ad-
versarial attacks and offering the performance of modern object detectors – as newer models
could be more robust to the attacks (for example, YOLOX outperforms earlier models, as showed
by Apostolidis and Papakostas (2025)), and older models could no longer be comparable to the
state-of-the-art ones. Figure 3.7 describes the diagram of the custom class dedicated for YOLOv5
and its relations to other classes.

Key Parameters and Methods . The _model and _autoshape parameters store: the under-
lying pytorch model, and the model wrapped in the Autoshape class respectively. expects
_numpy_images is boolean �ag specifying what input is expected by the object detector; here
set to True. The compute_loss stores custom loss computation logic, taken from ComputeLoss
function from the package. CustomYolov5Model , as a subclass ofCustomODBaseModel , pro-
vides concrete implementations for all required abstract methods described above. Furthermore,
it contains additional YOLOv5-speci�c utility functions, such as _convert_targets (converts
the targets in the default dictionary-like format to YOLO-style format) or to method override
(moves both the internal YOLOv5 model and its AutoShape wrapper to a speci�ed device, and
rebuilds the YOLOv5-speci�c ComputeLoss object on that device).

1https://github.com/fcakyon/yolov5-pip
2https://github.com/Trusted-AI/adversarial-robustness-toolbox
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CustomFasterRCNNModel class

This is a customized class for the FasterRCNN object detector3 from the torchvision.models.
detection module. FasterRCNN is another very popular object detector architecture, alongside
previously described YOLO family. It is often used in benchmarks and as a reference point for
new architectures, which is why we decided it would be a valuable addition to the package.
Figure 3.7 describes the architecture of the custom model class for this object detector and its
relations to other classes.

Key Parameters and Methods . Similarly to YOLOv5, the _model parameter stores the under-
lying actual object detector – here a fasterrcnn_resnet50_fpn_v2 model from torchvision .
expects_numpy_images is a boolean �ag specifying whether the object detector expects numpy
arrays as input; here set to False. Since this custom model class inherits from the CustomODBase
Model , similarly as YOLOv5, it also provides concrete implementations for the abstract methods,
tailored to the FasterRCNN object detector. Furthermore, it also provides utility functions, such
as _align_targets_to_batch , which ensures exactly one target dictionary per image (pads
with empty targets or truncates if necessary) – or _translate_predictions , which transforms
predictions from the torchvision output style back to the numpy format.

CustomRTDetrModel class

This is a sample class showcasing how to incorporate a Hugging Face model into the package.
For the sake of demonstration, we chose the RTDetr model trained on the COCO dataset4, as it
was well documented and representative of the object detectors in our opinion. As described in
Section 3.3.2 is unfortunately not possible to simply plug in the name of the Hugging Face model
and run the attack on it, as there are discrepancies between inputs, outputs and loss formats
between the models – which is why a custom model class is necessary as well for this types of
models. Figure 3.7 demonstrates the architecture of the custom model class and a helper class
(RTDetrEvalAdapter ), as well as their relations with other classes.

RTDetrEvalAdapter . The helper class is responsible for accepting inputs in the format ex-
pected by the package (either a BCHW tensor or a list of CHW tensors / numpy arrays) and
converting them into the pixel_values / pixel_mask representation required by the Hug-
ging Face RTDetr implementation. Furthermore, it ensures the underlying RTDetr model is
run on the correct device in evalmode (with gradients disabled) and wraps the outputs into a
standard ModelOutput object when necessary. It also applies the RTDetr image processor's
post–processing (post_process_object_detection ) with a con�gurable con�dence thresh-
old, and ensures that output is a list of detection dictionaries with �elds boxes , scores and
labels in the same format as other detectors used in our package.

Key Parameters and Methods . The _model parameter stores the underlying core Hugging
Face RTDetr detection network, on which all forward passes and loss computations are per-
formed. processor stores the RTDetrImageProcessor instance from Hugging Face used to
perform model-speci�c preprocessing (resizing, normalization, masks) and postprocessing (e.g.
post_process_object_detection ). Similarly to the previous two detectors, expects_numpy
_images is a boolean �ag specifying the expected input format by the model, here it is set to
False. categories , id2label and label2id attributes store the class mapping information.
As CustomRTDetrModel inherits from the CustomODBaseModel , it provides a concrete imple-
mentation of all required methods, tailored to RTDetr object detector. On top of that, it provides
some useful utility functions, speci�c to this object detector, such as _to_image_list , which

3https://docs.pytorch.org/vision/main/models/generated/torchvision.models.detection.
fasterrcnn_resnet50_fpn_v2.html

4https://huggingface.co/PekingU/rtdetr_r101vd_coco_o365
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converts BCHW tensor into a list of CHW tensors for the processor or _labels_to_list_of_
dicts , which converts a dictionary of batched tensors into a list of dictionaries per image.

Limitations . Since the suite of possible models, attacks and datasets con�gurations is exten-
sive, this custom model is only fully supported for adversarial attacks. However, the code for
adversarial training and evaluation is provided, and the users are welcome to modify it / build
up on it.

Evolution of the architecture

Figure 3.8: Initial architecture for CustomModel and CustomWrapper classes. The �rst imple-
mented approach assumed simple and small custom model logic classes CustomYolov5Model
and CustomFasterRCNNModel , extending torch.nn.Module . As a result, all model-
speci�c logic was entailed in the custom wrapper classes CustomYolov5ODWrapper and
CustomFasterRCNNODWrapper . However, once the second object detector (FasterRCNN) was
added to the package, we realised that following this approach further will result in great amounts
of code duplication for every next model added – and hence we decided to change the architec-
ture.

It is also worth noting that our initial architecture plan has evolved while developing the code.
The initial architecture assumed a CustomModel and a CustomWrapper class per each object
detector, as depicted on Figure 3.8. TheCustomModel class was similar to image classi�cation
CustomModel classes, and it implemented only the model initialization and forward method.
The core of the logic for processing inputs and outputs, loss calculation etc., as well as methods
required by the adversarial attack logic, was kept in the CustomWrapper class.

However, as we added the second and third object detector and analyzed what is the easiest
and cleanest way of extending the package to more object detectors, and we noticed how much
of the logic is shared between the individual wrapper classes – we realized that it is better to
de�ne one wrapper class shared between all object detectors. Therefore, we moved all model-
speci�c logic into the CustomModel classes, de�ned the CustomODBaseModel class, containing
an interface to be implemented for every object detector model added to the package – removed
all detector-speci�c CustomWrapper classes and moved all shared logic into a model-agnostic
ODWrapper class, which resulted the �nal architecture (as depicted on Figure 3.7).
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3.3.3 Object Detection Attacks

Architecture Overview – Attacks

For the purpose of implementing object detection attacks, we extend the existing Adversarial
Attack class (an abstract base class, from which all adversarial attacks inherit, in order to en-
sure a consistent interface for generating adversarial samples) with two additional parameters
necessary for the object detection attacks:object_ detection_attack_type and object_
detection_mislabeling_mode . Apart from this, no changes to the existing Adversarial
Attack class have been made – in particular, no changes to the image classi�cation attacks (in-
heriting from the same class) have been introduced.

We decided to follow the existing architectural pattern and inherit the object detection adver-
sarial attacks from the same base class as image classi�cation class, as depicted on Figure 3.9.

DPatch class

This class holds the logic for the DPatch attack, as described in Section 2.1.2. It inherits from
Adversarial Attack and is designed to work with a wrapped object detector model imple-
menting a prediction and gradient computation interface. We developed the code based on the
original DPatch paperLiu et al. (2019b), as well as the IBM Art package's implementation of the
attack5.

Attack Logic . The core logic of the attack is an optimization loop which iteratively adjusts
the patch tensor self._patch . The _target_label parameter determines whether the untar-
geted attack (when set to None) or targeted attack (when set to target labels id) is executed.

Key Parameters and Methods . One of the most important parameters is _object_detector
which stores the wrapped object detector model on which the DPatch attack should be performed.
_patch and _patch_shape store the iteratively crafted adversarial patch and its dimensions.
The maximum number of training/patch optimization iterations is de�ned by _max_iterations
parameter.

The main method responsible for the DPatch optimization loop is the attack method. It
performs the update for _max_iterations epochs, each time looping over all of the batches
from the dataloader . Every iteration, it calls the _attack_step method and updates the
_patch based on the obtained aggregated gradients. The_attack_step method is responsible
for applying a single gradient update to the patch, based on one batch of data. It is responsible
for placing the current patch onto the images (using augment_images_with_patch , preparing
the loss targets, and calculating and extracting the gradients for the patch update. The static
augment_images_with_patch method applies the patch onto the images, supporting �xed
and random locations, as well as placement constraints. For patch training purposes, random
patch location sampling is disabled and the patch is always applied to the top-left corner of the
image.

5https://github.com/Trusted-AI/adversarial-robustness-toolbox/blob/main/art/attacks/
evasion/dpatch.py
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Figure 3.9: Architecture for classes implementing adversarial attacks for object detection: DPatch
and TOG. Both classes handle attack-speci�c logic. They inherit from a shared base class, which
was already introduced in the package for image classi�cation ( AdversarialAttack ). It de�nes
a universal interface for all computer vision attacks.

Visualizations. Qualitative results of the attack, obtained from our implementation, are pre-
sented on Figure 3.10. For DPatch untargeted there are plenty of detections in the patch region,
all of them false. DPatch untargeted on the other hand, results in a single detection of the target
class which takes up the whole area of the patch.
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