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The main idea of this project is to build a platform for a covert electronic communication service
that works independently of the internet. As we have seen in the past, authoritarian regimes
have no difficulties in shutting down parts of the internet to prevent communication (this has
recently happened in lran and in the Kashmir region of lndia, just to give examples). The
goal of this project is to design a system that can be kept running in a scenario in which the
internet is shut down. As a consequence, the components of the system should be cheap and
fairly easy to set up, run, and maintain. Additionally, we cannot rely on constant connectivity
between different parts of the network, so it is not possible to run standard internet protocols.

Nevertheless, we want to make sure that messages will eventually spread through the network
and will reach the intended recipients. ldeally, the network should offer anonymity, be hard

to compromise, and resist attempts to censor content. These last three points are hard to
implement, so partial solutions would already be sufficient here. Overall, the project can be

broken down into different tasks:

Tasks

Low-level infrastructure: This task is about creating the infrastructure to run the network

on. lmportant subtasks are the bootstrapping of an ad-hoc wireless network on devices
to create nodes capable of servicing light-client requests in a fault-tolerant way and the
deployment of distributed Elixir to serve as a basis to implement network protocols. A
short range wireless signal protocol, such as Bluetooth, WiFi, or a similar technology,
will be employed as a default protocol to transmit data between devices. The goal is to
be able to post a Twitter-like message to the network and sharing it with as many nodes

as possible and to build a minimum viable product as a proof of concept, evaluating its

strenghths and weaknesses.



/m\IÈ l$tr¡ ¡llw Universityof
Zurichu'*

2

2. Communication protocols: once the hardware infrastructure is in place, some robust com-

munication protocol needs to be implemented. This task can be broken down into several

subtasks, such as developing message routing strategies, addressing, congestion con-

trol, and reliable data storage. As already mentioned, this is not just a matter of deploying

standard internet protocols. The goal for this task is to define and test mechanisms for

lightwei ght networki ng, providing fast and reliable com munications.

3. Optional tasks: ln addition to the routing, there are a number of security-related issues,

such as anonymity, authent¡cation, data confidentiality, and data integrity, to name some

examples. lt is not expected that all of the secur¡ty-related issues will be fully addressed

in this project (as they could easily make up a project on their own).

4. Write the thesis.

5. Present the thesis in a group meeting (25 minutes presentation).
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