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Agenda of this Session 

§ Q&A and Recap for Term Paper 
– Work Product (Scope, Decisions, Overview, Layered View) 
– Requirements (underpinning a statement of work) 

§ Security In Depth 
– Authentication and Authorization, Attacks 
– Operational Model with Zone concepts 
–  Scenarios 

 
§ Enterprise Architecture (optional – will be continued December 7) 

– CBM (Component Business Model)  
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Q&A – Recap for Term Paper 
Important Aspects of a Proposal 
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Business Context Diagram makes clear what is in scope and 
what is outside 
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Use Case Diagrams show the Functional Requirements 
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NFRs (Non-Functional Requirements) 
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Constraints 



© 2012 Hans-Peter Hoidn 9 

Enterprise IT Architectures 

Qualities 
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Quality ! – Good versus Bad Qualities 
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Quality ! – Reducing Risk by consider the qualities from start 
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Common Problems with Non-Functional “Requirements” (1) 
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Common Problems with Non-Functional “Requirements” (2) 
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To-Be AOD (Architecture Overview Diagram) – Providing 
Planning Assumptions 
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The SOA Layered View illustrates the Presentation, Business 
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In more Depth: Security 
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Security is an example of run-time quality and covers these 
topics 
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Broad scope of a “Security Governance, Risk Management, and 
Compliance” 

§ People and Identity (e.g. Authentication, Access Control) 

§ Data and Information (e.g. Cryptography, Data Loss Protection) 

§ Application and Processes (e.g. Security of Services) 

§ Network, Server, and Endpoints (e.g. Virtualization, Threat Protection, 
Malicious Traffic Detection, “Circle of Trust”) 

§ Physical Infrastructure (e.g. Operational Management) 
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Security & Safety 
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A good general approach to tackling IT security is to take a 
“threat-based” approach 
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Key Objectives of Security Engineering (1) 
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Key Objectives of Security Engineering (2) 
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Security Architecture is about answering the question “how 
much security is enough security” 
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Security Reference Model (for SOA by IBM) 
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People and Identity: Today’s Identity and Access Challenges 
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Services Integration Scenario 
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Service Integration Scenario with Security 

Central Office 

ESB Legacy 
Application 

Archived data 
(DB2) Patient 

Record 

Hospital 

In
tra

ne
t 

Insurance 
Partner 

Portal 

Browser 

XML 

Patient 

In
te

rn
et

 
SOAP(JMS) Healthcare 

Partner 
SOAP(WS-SEC) 

Partner 
Services 

Partner 
Services 

Security mediation to target 
services (map identity, 

audit, etc) 



© 2012 Hans-Peter Hoidn 28 

Enterprise IT Architectures 

Logical Architecture for Service Integration Scenario 
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Identity and Access: Various “Identities” for one person 

§ John Doe with multiple “identities” and roles 
§ Applications with multiple user registries 
§ Challenges: Transferring identities, aligning registries, areas of trust 
§ Reference:  

http://www.redbooks.ibm.com/abstracts/sg247310.html?Open 
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Appendix: Security Services – Standards 

Service Relevant Standards 

Identity Services IdAS, SPML, SAML, WS-
Federation 

Authentication Service 
 

WS-Trust, Kerberos, 
SAML, PKI 

Authorization and Privacy 
Services 

XACML, JACC, WS-
Authorization, WS-Privacy, 
WS-Policy, IDEMIX 

Audit Service CBE extensions, Audit 
web service (in progress), 
WS-BaseNotification 

Message Protection WS-Security, WS-
SecureConversation, PKI, 
XKMS, WS-SecurityPolicy, 
SSL/TLS, JSSE/JCE 
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Business View with CBM 
(Enterprise Architecture) 
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Step 2: Define a Service Model          
•  Identify your services based on your business components 
•  Specify the services and components accordingly 
•  Make SOA realization decisions based on architectural 

decisions 

Step 3: Implement a Service Model  
•  Develop a service-oriented architecture to support the  

Componentized Business  
•  Implement service based scoping policy for projects 
•  Implement appropriate governance mechanism 

Step 1: Break down your business into components 
•  Decide what is strategically important, and what is just 

operations in the value chain domains 
•  Analyze the different KPIs attached to these components 
•  Prioritize and scope your transformation projects 

Business 
Components 

(CBM) 

SOA  
Realization  

Service 
Modeling 
(SOMA) 

Business-Aligned IT Architecture 

Approach for SOA 
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A Business Component is a part of 
an enterprise that has the potential 
to operate autonomously, for 
example, as a separate company, or 
as part of another company. 

Columns are Business 
Competencies, defined as large 
business areas with characteristic 
skills and capabilities, for example, 
product development or supply 
chain. 

An Operational Level characterizes 
the scope of decision making. The 
three levels used in CBM are direct, 
control and execute. 

§  Direct is about strategy, overall 
direction and policy. 

§  Control is about monitoring, 
managing exceptions and tactical 
decision making 

§  Execute is about doing the work 

Component Business Model (CBM) – Definition (1) 
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Business Component 

Activities 

Resources 

Applications 

Infrastructure 

Business Purpose B
usiness Services 

C
om

ponent G
overnance 

Each business component 
has differentiated capabilities 

Each business component 
defines and decides on the use 
of all resources needed to 
perform the defined activities 

Each business component has a 
governance structure within which it 
manages its activities 

Each business 
component has 
business services 
which form the 
interfaces to other 
business 
components 
 
 

Business Component Elements 

A component is a business in microcosm.  It has activities, resources, applications, 
infrastructure.  It has a governance model.  It provides goods and services (business 
services) 

CBM – Definition (2): The building block of a component 
business model is a ‘business component’  
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CBM and IT Systems Coverage for JKE 
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